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AGENDA

I. Protecti 3 ified Inf i

Briefing will review principal programs to protect
classified information in our embassies overseas. This
includes review of equipment and personnel focussed on
countering technical hostile intelligence activity; how
security engineers operate at posts; monitoring systems and
programs that assist in detecting technical attacks;
description of standards for storing classified information,
and a description of the core chancery/FSN replacement program
recently implemented in Eastern Europe.

- Clark Dittmer, Director of Diplomatic Security
- Greg Bujac, Director of Security Technology

II. Protecting Personnel from Hostile Intelligence

Briefings for this section review our personnel security
programs and related standards (when and why clearances are
suspended or revoked). This section also reviews the
Department's counter-intelligence program, designed to deter,
detect and neutralize hostile intelligence efforts directed at
Department personnel world-wide.

- Clark Dittmer, Director of Diplomatic Security
- Ray Mislock, Director of State's CI Program

III. Pr cti Our Buildin Durin nstruction

This section reviews the construction security program
mandated by the Omnibus Diplomatic Security act, describing
security during the design and construction process (secure
plans, secure transit and storage cleared American guards on
site).

- Marvin Doig, Director of State's Physical Security
Programs

IV. Protecting Our Personnel/Facilities Against Terrorism and
Violence

This section reviews our physical security program and
physical security standards designed to protect our embassies
against terrorist attack and criminal violence, our residential
security program; security awareness training for personnel
assigned to high threat posts; the Antiterrorism Assistance
Program which provides limited training to foreign law
enforcement personnel; and the work of the Overseas Advisory
Council (OSAC).

- Clark Dittmer, Director of Diplomatic Security
- Marvin Doig, Director of State's Physical Security
Programs
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V. kin re W r

This section is designed to bring the whole program
together, making the point that an effective security program
must be carefully planned, implemented by professionally
trained officers and constantly monitored. The section reviews
the process of setting standards -- stressing the involvement
of other agencies in that process, the role of the Regional
Security Officer overseas and the Inspection Process. We have
asked Sherman Funk to conclude this section with a description
of his own independent inspection process.

- Clark Dittmer, Director of Diplomatic Security
- Sherman Funk, Inspector General
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Attendees, Secretary's Security Seminar
November 5, 1988

State

Secretary
Deputy Secretary
Mr.. Armacost

Mr. Spiers

Mr. Kampelman
Mr. Abramowitz
Mr. Funk

Mr. Lamb

Mr. Dittmer

NSC

Colin Powell
Barry Kelly

CIAa

William Webster

Rober
(gtﬁatesw STAT

FB1

William Sessions
Oliver B. Revell

NSA

STAT

(Deputy Director for Info. Security)

William Howard Taft, IV
Lt. General Leonard H. Perroots (head of the DIA)

USMC

General Alfred M. Gray, Commandant (tentative)

PFIAB

Fred Demech, Executive Director
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